Chapter 15 — Users & Security

CHAPTER

Users & Security

DeepEnd provides a robust User Security System that can be easily
configured to meet your needs. This chapter describes this security system
and explains how to set up users and their permissions. The following topics
are covered:

e Security System Overview
e User/Group Administration
e User/Group Permissions

e Reports

Security System Overview

Secured Items

“Secured Items” are processes or user interface elements (data entry forms,
textboxes, menu options, etc.) that should not be available to all users and
they form the foundation of the DeepEnd Security System. The secured
items in DeepEnd are pre-defined and built into the program. You cannot
add or delete secured items — you can only specify the level of permission
each user group (or user, by exception) is granted. Users and groups can be
granted Full access, Read-Only access or No access to secured items. Some
secured items, due to their nature, provide only Full access or No access.

The following table lists the different Types of secured items and the levels
of user access that can be set for each type.

o Read
Type Description Full Only None
Menu Pad Titles across the top of the system menu v N/A v
Menu Bar Menu options in dropdowns under the Menu Pads v N/A v
Form Typically data entry forms — e.g. Customers form v v v
Control Data entry obj ects founq in data entry forms. v v v
- e.g. textboxes, lists, grids, buttons, etc.
Process Process that. have no visible user interface elements. v N/A v
- e.g. Opening the cash drawer
Printed reports, most of which are summoned from v v
Report the Report Catalog form NA
See Appendix “A” for a complete list of Secured Items in DeepEnd.
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Users & User Groups
Anyone needing to use DeepEnd must login by entering a valid User ID and
Password. Users are added to the system by the System Administrator.

& Each user should be given their own User ID and Password. User ID’s and
Passwords should never be shared.

Users are also assigned to User Groups to make it easier for the System
Administrator to manage the permissions each user has. When a user is
assigned to a group, the user is said to be a Member of that group.

DeepEnd has the following User Groups built in...
. Administrators
Managers
Technicians
Sales People
Cashiers
Users
...and you can add as many other groups as you wish. You can also rename
or delete these pre-defined groups if they do not suit your needs.

User Permissions

After successful login, the tasks the user can perform and the features they
can access are policed according to their security permissions. For the most
part, these permissions are assigned to groups rather than to individual users
and all users that are members of a particular group inherit the permissions
that are defined for that group.

In cases where a user is a member of more than one group, DeepEnd grants
the least restrictive permission of all of the groups of which the user is a
member. For example, let’s say a user is a member of both the Technicians
Group and the Users Group and Users can add new customers while
Technicians cannot. The user would be allowed to add new customers
because he/she is a member of the Users Group and the Users less restrictive
permissions would take precedence over the Technicians more restrictive
permissions.

User Permission Exceptions

At some point, you will probably have a case where a user needs to be able to
perform a task that is not allow by the permissions defined for the groups of
which the user is a member. DeepEnd provides the ability to define
Permission Exceptions that take precedence over group permissions. By
defining permission exceptions, a user can be assigned more restrictive or
less restrictive permissions than his/her inherited group permissions.

User Permission Overrides
Some tasks logically should require special authorization by a manager or
other person in charge. Examples include price or credit limit overrides.
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DeepEnd provides temporary permission overrides for specific restricted
tasks so that processes do not need to be aborted due to insufficient user
permission. An authorized person can enter their User ID and password to
perform the restricted task and enable the process to continue. The
permission override applies only to that specific restricted task and the
logged-in user’s permissions remain in affect for all subsequent activity.

User/Group Administration

The User/Group Administration form is used for entering and maintaining
users, groups and user group memberships. Every aspect of the DeepEnd
Security System can be accessed from this starting point. Please note that
this form is not available in the POS module — it can only be accessed in the
Core Service program (DS.EXE).

By default, only the System Administrator has full access to this form.
The Administrator originally installed is...

User ID: MANAGER

Password: PASSWORD

& This User ID and/or Password should be changed as soon as possible after
installation. Otherwise, anyone who reads this chapter can log in as an
administrator. Additionally, you should not grant non-administrators full access to
this form because this would severely compromise system security.

To display the User/Group Administration form, select Tools | System
Administration from the menu.
#® User/Group Administration =101 x|

Full Marmea Username Active
EAZhD d & Allusers
% Ciracky, Phillip, A PARRADY £ Active users only
®:Brennan, Dale, E DEBREMMA Mo L
®:Brennan, Kenny, R KRBREMMNA fes
% Brown, George, O GOBRROM Yes
$5Clark, Burgess, A BACLARK fes
%5 Clark, Richard, L RLCLARK Yes
®iDavis, Irene, A 180AY S Yeg
®:Fault Dudley, E DEFAULT Yes
i Faunce, Kim, U KUFAUNCE Yes | — |
Properties... Delete Mew User.., Mermbership... |
Group Description S
& Administratars System administrators
d@Guests Guests
d@Supervisors Supervisors
@ sers Allusers
=
FProperies... Celete Mew Group... Members... | Permissions...
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STEPS

STEPS

The upper list contains the names of users that have been created. The radio
buttons to the right of the list enable you to filter the list according to the
users’ Active status. You can display All Users, Active users only or
Inactive users only.

Adding a New User

1.
2.

Click New User... below the users list.

The User Properties form is displayed in Add Mode ready for data entry.
Enter all of the basic user information in the Properties page.

Note that the First Name, Last Name, Username and Password are

required

fields.

x4
Propetties | Permission Exceptions | Maotes

First Marne |[EIEn v Active

Middle Initial |G_ Usemame | GGROGART
LastNameIElngart Passwordl********

Phane | | Ext Lastlogin | 08/01/2005 20:47:24
Faxl
Puailable groups ember of
Administrators =] A= Users |=]
GUEStS. Add Al ==
Supervisars
= Remove
LI == Remawve &l LI

v & o |_son | o |

To add the user to one or more groups, select the desired groups from the
Available list and move them to the Member of list.

If there are any additional notes about the user that you wish to enter,
select the Notes page and type them in.

You can also define any required Permission Exceptions. See User
Permission Exceptions later in this chapter for detailed instructions.
Click Save to save the new user or Cancel to cancel the new entry.

2

Setting User Properties

1.
2.

Select the desired user in the Users list.

Click Properties... below the users list.

The User Properties form is displayed showing the information for the
selected user (see illustration above).

Change the user properties as necessary.

Common changes include entering a new password or setting the user
status to Inactive.

To add the user to one or more groups, select the desired groups from the
Available list and move them to the Member of list.
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5. To remove the user from one or more groups, select the desired groups

from the Member of list and move them to the Available list.
6. If there are any additional notes about the user that you wish to enter,

select the Notes page and type them in.

7. You can also define any required Permission Exceptions. See User
Permission Exceptions later in this chapter for detailed instructions.

7. Click Save to save the changes or Cancel to discard the changes.

Deleting a User

STEPS 1. Select the desired user in the Users list.

2. Click Delete below the users list..

3. Click Yes to confirm the deletion or No to cancel the deletion

& Users can only be deleted if they have no transaction history. Users that are linked
to activities such as sales, service, inventory transfers, etc. cannot be deleted. In
cases where a user should no longer appear in the user picklist or be able to log in

(such as when a user no longer works for you), you can set the user’s status to

Inactive.

Adding a New Group

STEPS 1. Click New Group... below the users list.

2. The Group Properties form is displayed in Add Mode ready for data

entry. Enter the Group Name and Description. Note that these are

required fields.

i Group Properties -- Administrators

Description |System administratars

Display Secured ltems of this TypeIAn vl

Setaccess for all
Secured ltems to

Full |
MNone |

X

Admin menu pad {if menu created framn AN MM Menu pad

Admin menu, Enable diagnostic mode option Menu Bar Full hd
Admin menu, Erase diagnostic log file option Menu Bar Full -
Admin menu, Yiew diagnostic log file aption Menu Bar Full hd
Change Password formiTools menu Farm Full hd
Cities Maintenance formfReference menu Farm Full 4
Custamers farmiFile menu Farm Full A
Customers/Credit Limit Cantrol Full | -
Ll_{lLllI EI Members...l Delete | Add | Ok I

3. You can also define group permissions here. See Setting Group

Permissions later in this chapter.

4. Click Save to save the new user or Cancel to cancel the new entry.
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Setting Group Properties

STEPS 1. Select the desired group in the Groups list.
2. Click Properties... below the groups list.
The Group Properties form is displayed showing the information for the
selected group (see illustration above).
Change the group Name and/or Description as necessary.
4. You can also re-define group permissions here. See Setting Group
Permissions later in this chapter
5. Click Save to save the changes or Cancel to discard the changes.

w

Deleting a Group
STEPS 1. Select the desired group in the groups list.
2. Click Delete below the groups list.
Note that the Delete button is disabled when the current logged-in user
is selected.
3. Click Yes to confirm the deletion or No to cancel the deletion.

& Groups can only be deleted if they have no member users. If you wish to delete a
group that has member users, you must first remove all users from the group.
Please note that you cannot delete a user from a group if that user is not also a
member of at least one other group. All users MUST be a member of at least one
group. See Group Membership later in this chapter.

User/Group Membership

Every user must be a member of at least one group. This section describes
how to add users to and delete users from groups. Please note that the
following instructions assume that the User/Group Administration form is
currently open and also assumes familiarity with Mover Lists.

See also: Mover Lists in Chapter 2 — User Interface Overview.

There are two different approaches you can take.

e Modify a User’s properties and select all of the Groups to which the user
should be added.

e Modify a Group’s properties and select all of the Users that should be
added to the group.
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Defining User Membership

STEPS

Defining Group Members

STEPS

DeepEnd User’s Guide

This section describes how to specify the groups of which a user is a
member.

1. Select the desired user in the users list.
2. Click Membership... below the users list.

Il Groups to which Clark, Richard, L belongs 5'

Svailable groups Mernher of
s dministrators | L= | R Users =]
MBGuests
MRBSuperisors Add &)l == |
= Eemove |
LI == Remove Al | LI

v

3. To add the user to a group, move the group from the Available
groups list to the Member of list.

4. To remove the user from a group, move the group from the
Member of list to the Available groups list.

5. Click Save to save the changes or Cancel to discard the
changes.

6. Click Ok to close the window and return to the User/Group
Administration form.

This section describes how to specify which users are
members of a group.
1. Select the desired group in the groups list.
2. Click Members... below the groups list.

Il Administrators members x|
All Users Administrators

$iBogart, Greg, G - &Fault, Dudley, E j
5 Brady, Phillip, A
®:Brennan, Dale, E A =
B Brennan, Kenny, R

% Brown, George, O

B Clark Burgess, A

B Clark Richard, L

% Davis, Irene, A

B Faunce, Kim, U

B Finnley, Kim, ©

$Grainger, Lilly, A

K Hamilton, Guy, M d

Add &1l ==

= Remove

== Remaove Al

) LB

v

3. To add a user to the group, move the user from the All Users
list on the left to the <Group Name> list. Note that the tile of
the list on the right is always the name of the group that you
selected in Step 1.

4. To remove a user from the group, move the user from the
<Group Name> list to the All Users list.
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5. Click Save to save the changes or Cancel to discard the
changes.

6. Click Ok to close the window and return to the User/Group
Administration form.

User/Group Permissions

This section describes how to grant or deny access to secured items so that
users cannot do or see things for which they are not authorized. Please note
that the following instructions assume that the User/Group Administration
form is currently open.

There are three different places where you can set user permissions...

e Group Properties form
e Group Permissions to Secured Items form
e User Properties form :: Permission Exceptions page

Group Properties

This form enables you to define permissions for a specific user group and is
particularly handy when you need to set permissions for a new group that
you just added.

STEPS 1. Select the desired group in the Groups list.
2. Click Properties... below the groups list.
The Group Properties form is displayed showing the information for the
selected group.

i Group Propetties —- Administrators 5'

Setaccess for all

Group |l Secured tems to

Descliption |System administrators

Full |
. . Mone |
Display Secured lkems of this T\,fpeIAII 'l

Admin meny pad (f menu created fror AMAIN MMEY  Menu pad

Admin menu, Enable diagnostic mode option Menu Bar Full A
Admin menu, Erase diagnostic log file option Menu Bar Full -
Admin menu, View diagnostic 1og file option Menu Bar Full hd
Change Password formiMoals menu Form Full A
Cities Maintenance form/Reference menu Farm Full =
Custamers formiFile menu Farm Full hd
CustomersiCredit Limit Cantral Full | -+
llllﬂll El Members...l Delete | Add | QK |

3. In the secured items list, select the secured item for which you wish to
set the access level for the group.
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@

4. Inthe Access column, select the desired access level from the dropdown
list.

5. Repeat Steps 3 & 4 for all of the secured items that you wish to set.

6. Click Save to save the changes or Cancel to discard the changes.

There are also some other form controls on this form that you can use to
speed this process up.

Display Secured Items of this Type By selecting a secured item Type from this dropdown list,

the secured items list is filtered to display only secured items
of this type.

Set access for all Secured Items to This gives you a quick way to set the security for all

DeepEnd User’s Guide

secured items in the list to the same access level. If you
have filtered the secured items list (described above) to
display only one Type, only secured items of that Type will
be affected.

Full Sets the access level for all items to Full Access
None Sets the access level for all items to No Access

Group Permissions to Secured Items
This form enables you to define permissions for all secured items and all user
groups providing one place to make all of your security settings.

This form is also particularly handy following an upgrade to DeepEnd where

one or more new secured items are added to go along with new functions and
features that were added to the program as part of the upgrade.
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STEPS 1.

In the User/Group Administration form, click Permissions...
The Group Permissions to Secured Items form is displayed.

5
Display Secured temns ofthis Type IAII 'l
>Secured tem Type 1=

Admin menu pad (f meny created frarr AR MM Menu pad

Admin menu, Enable diagnostic mode option Menu Bar

Admin menu, Erase diagnostic log file aption Menu Bar —
Admin menu, Yiew diagnostic log file option mMenu Bar

Change Password formiTools menu Form

Cities Maintenance form/Reference menu Form

Customers farmiFile menu Farm -

Group |- Setaccess for

Administratars all aroups to
Guests MNone -

Supervisars Full hd 4|Full
Llsers Hone - Fead-Only |

Mone |

Members... |

In the secured items list, select the secured item for which you wish to

set the access level.

In the user groups list, select the group for whom you wish to set the

access level for the selected secured item.

In the Access column, select the desired access level from the dropdown

list.

Repeat Steps 3 & 4 for all of the groups whose access level you wish to

set for the selected secured item.

Repeat Steps 2 thru 5 for all of the secured items for you wish to set

permissions.

Click Save to save the changes or Cancel to discard the changes.

NOTE: If you have a considerable number of settings to make, it is a
good idea to periodically save your changes to prevent loosing
your work in the event of a power outage or system failure.

Y

@ There are also some other form controls on this form that you can use to
speed this process up.

Display Secured Items of this Type By selecting a secured item Type from this dropdown list,

Set access for all groups to

15-10

the secured items list is filtered to display only secured items
of this type.

This gives you a quick way to set the security for all
groups in the list to the same access level for the select
secured item. If you have filtered the secured items list
(described above) to display only one Type, only secured
items of that Type will be affected.
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Full  Set the access level for all items to Full Access
Read-Only  Sets the access level for all items to Read-Only Access
This setting applies only to the
secured item types Form and Control.

None Sets the access level for all items to No Access

User Permission Exceptions

STEPS 1. Select the desired user in the Users list.
2. Click Properties... below the users list.
The User Properties form is displayed showing the information for the
selected user.
3. Click the Permission Exceptions page tab.

4. Add and Delete the Permission Exceptions as needed.

i User Properties -- Bogart, Greg, G 5[
Praperties FPermission Exceptions | Motes

—] Specify the Access permission for specific Secured ltems, which will
i override any permigsions granted based on the groups towhich this
user belongs. Mote that any changes made here are not reflected until

Delete [tem | the next time this user logs into the systam.

=Secured kem Type Aocess

-

el nl @ oo | o | _oc |

A
Adding an Exception a) Click Add Item. The Secured Items picklist is displayed.
b) Select the desired secured item from the picklist.
c) In the Access column, select the desired access level
from the dropdown list.
Deleting an Exception a) In the Exceptions list, select the secured item you wish to

delete.
b) Click Delete Item.
c) Click Yes to confirm the deletion or No to cancel
the deletion.

5. Click Save to save the changes or Cancel to discard the changes.

Reports
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There are three reports that you can use to review your users and group
memberships

Users Listing Simple listing of Users

Users and the Groups to which they belong  Simple listing of Users and the Groups to which
each belongs

Groups and their Members Simple listing of Groups and the Users who are
Members
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Running the Reports
STEPS 1. In the User/Group Administration form, click Reports...
The Select a Report dialog is displayed.

ﬂ

&« Users report (select Type):
@« |isting
" Group membership

" Groups report faroups and their members)

nclude these users
@ Al Lsers

" All active users
" Al inactive users

utput this report to
* Screen
" Printer
" File _I
Run QK |
4
2. Select the report you wish to run.
3. Specify the scope and output options
Include these users Select All Users, All Active Users or All Inactive Users.

Output this report to Select Screen, Printer or File.
If you select File, enter the file name (with directory path) or click the
ellipses button to use the Open dialog to specify the file name and
location.
4. Click Run.

@ These reports can also be run from the Report Catalog form.
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